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1. Registration

1. Enter your Tobii ID accept the associated privacy policies
2. Hit register!
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2. Accepting Accessibility

1. This stage includes accepting a range of different accessibility
options on your device. Each point of accessibility that is
required for you to authorise, will open one after the other.
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Accessibility Guide

1. The Accessibility Service screen should now be opened.
Click the “Enable” button
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Accessibility Service

By enabling Accessibility Services, you are
granting us the ability to accurately identify
advertisements on your mobile device. Please
note, this service will provide us with visibility into
all on-screen information, but rest assured, our
intention is limited solely to collecting data related
to advertisements and nothing else

2. A new settings page should appear. Find and click on “Gaze
Accessibility Service’
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The label may differ for different versions of Android.
For Android 10 users and below, please see the image on the |eft.

For Android 11 and beyond, please see image on the right.
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By enabling Accessibility Services, you are granting us
the ability to accurately identify advertisements on your
mobile device. Please note, this service will provide us
with visibility into all on-screen information, but rest
assured, our intention is limited solely to collecting data
related to advertisements and nothing else.
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3. You should get another prompt explaining the permission
you are giving.

Click Allow and enable!

Allow Gaze Accessibility Service
to have full control of your
device?

Full control is appropriate for apps that
help you with accessibility needs, but not
for most apps.

@ vView and control screen
It can read all content on the screen and
display content over other apps.

W View and perform actions
It can track your interactions with an app
or a hardware sensor, and interact with
apps on your behalf.




horstat

4. Return to the Accessibility Screen. The ‘Enable’ button
should be grayed out. Click ‘Next’ to proceed.

If you have returned to the Accessibility Screen and the ‘Next’ button is still grayed
out, repeat the enabling process.
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Allow Gaze Accessibility Service
to have full control of your
device?
) ) Accessibility Service

Full control is appropriate for apps that ) . .
help you with accessibility needs, but not By enabling Accessibility Services, you are
for most apps granting us the ability to accurately identify

: advertisements on your mobile device. Please
note, this service will provide us with visibility into
all on-screen information, but rest assured, our
intention is limited solely to collecting data related
to advertisements and nothing else.

© View and control screen
It can read all content on the screen and
display content over other apps.

W view and perform actions
It can track your interactions with an app
or a hardware sensor, and interact with
apps on your behalf




horstat

5. Storage Permission Screen

Click allow to both options as highlighted below!
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Grant Storage Permission O

The Storage Permission is necessary for us to

access screenshots of advertisements. We only Allow Gaz,e 1o access photc;s
use it for that purpose and do not collect any other and media on your device?
information from your storage.
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With Storage permission now granted, click Next!
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Grant Storage Permission

The Storage Permission is necessary for us to
access screenshots of advertisements. We only
use it for that purpose and do not collect any other
information from your storage.
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6. Screenshot Service Screen

A screen shot service screen should now appear. Click ‘Enable’!

For Android 13 users, a prompt will appear for you to click additional
permissions. Click allow!
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Grant Storage Permission =

The Storage Permission is necessary for us to

access screenshots of advertisements. We only Allow Gaze to send you
use it for that purpose and do not collect any other notifications?
information from your storage.

Allow

Don't allow
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A prompt should appear detailing what is required to be permitted.
Click Start now!

N

Exposing sensitive info during
casting/recording

While recording or casting, Gaze can
capture any sensitive information that
is displayed on your screen or played
from your device, including sensitive
information such as audio, passwords,
payment info, photos and messages.

Cancel  Start now

With screenshot service started, ‘Next’ on the following page!
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Screenshot Service

The Screenshot Service is an essential tool for
detecting advertisements on your mobile device.
By enabling this service, you are allowing us

to take screenshots of advertisements as they
appear on your screen.

Exposing sensitive info during
casting/recording

While recording or casting, Gaze can
capture any sensitive information that
is displayed on your screen or played
from your device, including sensitive
information such as audic, passwords,
payment info, photos and messages.

Cancel  Start now




horstat

7. VPN Service Screen

Simply hit ‘Enable’!

Please note that this may take up to 30 seconds to register. If you
haven’t had any progress after this time frame, please click Enable once
more!

Shortly after you will be asked to install the listed certification name
(see left). Depending on your Android device, this screen may vary.
Don’t change the text listed and simply click ‘OK..
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_ Name the certificate
VPN Service
By installing this certificate and enabling VPN Certificate name:
service, you are allowing us to efficiently connect
the viewed advertisements to websites that you Tobii CA
have visited. VPN Service allows us to access
network traffic sent and received by your device, Credential use:
such as basic connection information, IP address,
websites connected to, and amount of data VPN and apps M
transferred. WG_’ want_ to S thal Gy sole. Note: The issuer of this certificate may inspect
purpose for using this access is limited to tracking all traffic to and from the device.
traffic related to advertisements.

The package contains:
one CA certificate

Cancel OK
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THE NEXT TWO PAGES ARE FOR ANDROID 11 USERS

Click * OPEN SECURITY SETTINGS'. Click on ‘Encryption &
Credentials’.

Follow the below route to successfully complete this step:

Encrypt phone
ocertificate

Security update
Storage !_-.'ll?.
Trusted credentsals
Lizar cradentials

Device sdmin apps

Chiear credentials
SIM card lock
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ANROID 12 USERS

A warning screen will appear. Simply click ‘Install anyway’
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Once you reach this screen, you have successfully downloaded the
software. Return to application.
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THE NEXT THREE PAGES ARE FOR ANDROID 12 USERS

Open ‘Security Settings’ and click the highlighted:

Device security

Screen lock
None
Manual setup required . .
i Pixel Imprint
Android 12 doesn't allow automatic Tap to set up fingerprint

certificate setup.

To allow Tobii to intercept HTTPS Smart
traffic:

- Open "Encryption & Credentials” in

your security settings ) Device admin apps
- Select "Install a certificate”, and then No active apps

"CA Certificate"
- Select the Tobii certificate

SIM card lock
OPEN SECURITY SETTINGS

Encryption & credentials
Encrypted

App pinning
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ANDROID 12 USERS

Encryption & Install a certificate
credentials

CA certificate
Encryption

Encrypt phone VPN & app user certificate

Encrypted
Wi-Fi certificate

Credential storage

Trusted credentials
Display trusted CA certificates

User credentials
View and modify stored credentials

Install a certificate

Install certificates from SD card

Clear credentials
Remove all certificates

A warning screen will appear. Simply click ‘Install anyway’
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ANDROID 12 USERS
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Once you reach this screen, you have successfully downloaded the
software. Return to application.
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THE NEXT SEVEN PAGES ARE FOR ANDROID 13 USERS

Open Security Settings and select the highlighted:

Security

Security status

Manual setup required © Google Play Protect
Apps scanned at 3:46 PM

Andraid 13 doesn't allow automatic
certificate setup.

To allow Tobii to intercept HTTPS A Security update
traffic: July 5, 2022

- Open "Encryption & Credentials” in . )

YOur security settings @' Find My Device

- Select "Install a certificate”, and then No Google account on this device
"CA Certificate”

- Select the Tobii certificate

Device security
OPEN SECURITY SETTINGS

Screen lock
None

Pixel Imprint
Tap to set up fingerprint

More security settings

Encryplion, credentials, and more
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ANDROID 13 USERS

More security Encryption &
settings credentials
Encryption
Encrypt phone
Device admin apps Encrypted

Credential storage

Trusted credentials
Display trusted CA certificates

9
Encryption & credentials .

)

Encrypted

User credentials
View and modify stored credentials

Install a certificate
Install certificates from SD card

Clear credentials
Remove all certificates

App pinning
off
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ANDROID 13 USERS

Install a certificate

VPN & app user certificate

Wi-Fi certificate

Your data won't be
private

CA certificates are used by
websites, apps, and VPNs for
encryption. Only install CA
certificates from organizations
you trust.

If you install a CA certificate, the
certificate owner could access
your data, such as passwords or
credit card details, from websites
you visit or apps you use — even if
your data is encrypted.

—
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ANDROID 13 USERS
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Once you reach this screen, you have successfully downloaded the
software.
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ANDROID 13 USERS

You must now wait for a few seconds before click ‘OK’ on the below
screen:

Connection request

Gaze wants to set up a VPN
connection that allows it to monitor
network traffic. Only accept if you
trust the source.

ez appears at the top of your screen
when VPN is active.

Cancel OK
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ANDROID 13 USERS

With both certificate installed and VPN enabled, “Enable” button will be
grayed out, and “Finish” will now be enabled and clickable. click “Finish”
to proceed:
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VPN Service

By installing this certificate and enabling VPN
service, you are allowing us to efficiently connect
the viewed advertisements to websites that you
have visited. VPN Service allows us to access
network traffic sent and received by your device,
such as basic connection information, IP address,
websites connected to, and amount of data
transferred. We want to assure you that our sole
purpose for using this access is limited to tracking
traffic related to advertisements.
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8. Dashboard Screen

Here you can see all services that are currently available, as well as a
switch button that you can use to disable all services if needed.

If all three services say “ON”, congratulations, you have finished the
onboarding process successfully!
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Accessibility Service
Screenshot Service
VPN Service

All services running?
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If you click the “All services running?” switch button, a prompt will
pop-up asking you if you are sure you want to do that.

If you click “CANCEL”, it will cancel the action and all services should still
be “ON".

If you click disable, it should disable all services and you will see ‘OFF
net to all of them.

In order to start them again, click the ‘All Services running’ switch
button, and it will start entire onboarding process again.
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Screenshot Service
VPN Service

Disable all services

This will disable all services, and in
order to re-run them, you will have to go
through onboarding process again!

CANCEL DISABLE

All services running?




